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ITALIAN NEW PRIVACY LEGISLATION:
Additional requirements on top of the GDPR?

While the final term to align with the General Data Privacy Regulation' (‘GDPR") is fast
approaching (only a handful of months remain until the deadline of 25" May 2018) and
companies and business undertakings are engaged in a significant effort to satisfy the several
new requirements, new local legislation on data protection is being published on the Italian
Official Gazette and new guidelines are expected for early March from the ltalian data
protection authority (‘DPA").

However, as you may read below, some of the new ltalian provisions may raise some concern
and have been subject to criticism.

Only a few days ago. on the 24™ January 2018, the EU Commission in its Communication to the
EU Parliament and the Council reiterated and underlined that the GDPR must be the “one single
set of rules for citizens and business” subject to “uniform and consistent application in all
Member States”. In fact, ‘the GDPR is the opportunity to simplify the legal environment, and so
have fewer national rules and greater clarity for operations’. Also, ‘it is important to give
operators enough time to prepare for all the provisions they have to comply with" It is
questionable whether the recent enactment of several new Italian data privacy provisions, just a
few months before 25" May, is consistent with such indications.

1 The European Delegation Law and the European Law 2017

It should be considered that back in 2012, by means of Law no. 234/2012, ltaly reformed the
internal procedures to ensure the State's participation to the European Union decision making
processes, and to satisfy the obligations originating from the membership to the EU. Since then,
every year the ltalian legislator is called to discuss and approve two distinct laws:

the European Delegation Law, and
the European Law.

With regard to the first, the Parliament delegates the Government to transpose into ltalian law
and implement EU Directives, Framework Decisions, and other EU provisions which are not
directly applicable.

On the other side, with regard to the second. the Parliament directly coordinates Italian and EU
legislation, by repealing and amending national laws in accordance with EU law.

Significant provisions that have a strong impact on data protection are contained in both the
Italian European Delegation Law and European Law 2017.

1 Regulation (EU) 2016/679 of the European Parliament and of the Council
2 Garante per la protezione dei dati personali
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1.1 The European Delegation Law

The annual European Delegation Law (Law no. 163/2017) conferred a mandate on the
Government (Article 13) to issue - by the 21° May 2018 - one or more legislative decrees
which shall:

a) Repeal or amend the rules of Legislative Decree 196/2003 (the so called lItalian
‘Privacy Code") which are non-compatible with the GDPR;

b) Coordinate the system of administrative fines set forth by the Privacy Code with the
one in the GDPR, and exercise the delegation contained therein (article 84 GDPR) by
introducing other (criminal) penalties, which shall be “effective. proportionate and
dissuasive’,

c) Coordinate any other national law regulating data protection issues with the GDPR;

d) Provide for the necessary conferral of powers to the Italian DPA in order to integrate
and complement the data protection legal framework through its administrative
provisions, authorizations and decisions of general application.

The effect will be that on the 21® May (only few days prior to the term of definitive entry in
force of the GDPR, set for the 25" May 2018) fundamental Italian decrees are expected to be
issued by the Government. Those decrees may significantly alter the legal framework and
force ltalian businesses to catch up with the new provisions very quickly.

1.2 The European Law

A few weeks before the delegation of authority to the Government described in the
previous paragraph, the Parliament approved the European Law 2017 (Law no. 167/2017),
whose Article 28 amends Article 29 of the Privacy Code and introduces a new Article 110-
bis.

a) A new paragraph 4-bis of Art. 29 of the Privacy Code now stipulates that the data
processor shall be engaged by the controller by contract or appointment letter,
which must detail: () the subject matter of the processing. (i) the relevant purposes
pursued, (i) the duration of the processing, (iv) the categories of data, as well as (v)
the rights and obligations of the data processor.

As a consequence, it is necessary that data controllers review and control all the engagements
of internal and external data processors (e.g. agencies in charge of payroll, IT services, prize
contests, etc) to check that the content of the engagements comply with the list above?.

3 The same new paragraph 4-bis adds that such engagements may be drawn from standardized models adopted by the
supervisory authority.
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b) The new Article 110-bis in the Privacy Code concerns, regards the *Reuse of data for
sclentific research and statistic purposes’ and provides that the lItalian DPA may
authorize the secondary use of personal data, including health data (but with the
exclusion of genetic data), for scientific research or statistic purposes, on condition
that the data undergoes minimization and anonymization processes which are able
to protect data subjects’ interests. The DPA’s authorization, due within 45 days from
the day the request is lodged, shall set forth the conditions and necessary measures
that the controller has to implement to protect the data subjects rights and
freedoms.

The provision is difficult to coordinate with the GDPR*. The Italian provisions, in fact, on one
hand seem to disregard the presumption of compatibility of the re-use of health data for
research purposes provided for by the GDPR, and on the other hand require the authorization
of the DPA., which appears in contradiction with the principle of self-accountability of data
controllers (i.e.. no ex ante authorisations but ex postresponsibility in case of breach).

2. The Italian Budget Law 2018

On the 29" December 2017, a few days prior to the end of the year, the Italian Parliament came
back again on data protection and introduced a series of provisions which seem neither
coordinated with the GDPR nor with the Privacy Code. In particular, the Parliament entrusted the
ltalian DPA to issue one or more decisions by the end of March 2018, which shall:

a) Set out rules on how the same DPA will enforce the GDPR;

b) Regulate the adoption of interoperable formats by the data controller with a view to
consenting the data portability from a controller to another upon request of the data
subject;

c) approve a disclosure model for the processing of personal data through new
technologies and automated tools based on the legitimate interest of the data controller
(i.e. without obtaining the consent of the data subject);

d) Set-out guidelines and good-practices on personal data processing based on the
legitimate interest of the data controller.

The law has raised some criticism. However, it seems to impose additional requirements not
provided by the GDPR that will need to be applied within Italy.

4 Article 9, paragraph 2 let. J) and Recital 50 of the GDPR allows the processing of health data when the " processing is necessary for
archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article
89(1) based on Union or Member State law which shall be proportionate to the aim pursued, respect the essence of the right fo data
protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the dala subject’,
whereas Recital (50) explains that " 7he processing of personal data for purposes other than those for which the personal data were
initially collected should be allowed only where the processing Is compatible with the purposes for which the personal data were
initially collected. /n such a case, no legal basis separate from that which allowed the collection of the personal data is required. (.)
Further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes should
be considered to be compatible lawful processing operations. The legal basis provided by Union or Member State law for the
processing of personal data may also provide a legal basis for further processing (..)".
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Once again, the fact that such important rules will only appear in March 2018 cause some
concern as data controllers must fully comply with the GDPR by end of May 2018.

The Budget Law 2018 also seems to impose additional obligations on companies, not
envisaged by the GDPR.

Moreover, the law seems to go beyond the GDPR in as much as it seems to set an obligation to
adopt interoperable formats for data portability while the GDPR never imposed an obligation to
ensure the interoperability on the data controllers®.

In addition, the subsequent paragraphs (1022 and 1023) of the Budget Law introduce a special
prior notification mechanism to the DPA in case of personal data processing carried out through
new technologies and automated means which are based on the legitimate interest of the data
controller; but these rules are at odds with the general framework devised by the GDPR for
“critical” data processing®. Indeed. the GDPR in certain cases require the data controller to carry
out a self-assessment’ and to consult the DPA, but only when the residual risk of such
processing is high and upon initiative of the controller and not, in general, with prior notification
to the DPA that triggers and ex ante supervision by said authority not aligned with the GDPR.

While of course everyone expects that the ltalian DPA will introduce rules that are fully
consistent with the European framework and do not create overlaps or frictions with the GDPR
(a principle emphasized by the European Commission in its recent Communication), companies
processing personal data in the EU should be vigilant with respect to the new rules that will
come into force in the forthcoming months.

5 Recital 68 construes the right to data portability in accordance with Article 20 GDPR by pointing out that «(.) Data controllers
should be encouraged to develop interoperable formats that enable data portability. (.) The data subject’s right to transmit or receive
personal data concerning him or her should not create an obligation for the controllers to adopt or maintain processing systems
which are technically compatible».

6 /e those that imply the use of potentially invasive technological solutions which may result in the monitoring or profiling of data
subjects, or those entailing the processing of special categories of data on a large scale.

7 Data Protection Impact Assessment.
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The Compliance Department of Legance is available to provide any clarifications, also in
respect of any specific situation which may be of interest to you.

For further information:

Andrea Fedi

Partner

T.+39 06.93.18.271
afedi@legance.it

or Your direct contact at Legance.


mailto:afedi@legance.it
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THE FIRM

Legance is an independent ltalian law firm with expert, active and result-oriented lawyers, with a strong team spirit that has
permitted a flexible and incisive organisational model that, through departments active in all practice areas of business law, offers
the right balance between the specialist and the lawyer as a global consultant. Legance comprises more than 200 lawyers, working
in its Milan, Rome, London and New York offices, and has a diverse and extensive practice covering the following areas: M&A and
Corporate; Banking; Project Financing: Debt Capital Markets; Equity Capital Markets; Financial Intermediaries Regulation; Investment
Funds; Litigation and Arbitration; Restructuring and Insolvency: Eu, Antitrust and Regulation; Labour and Employment; Tax;
Administrative Law; Real Estate; Energy, Gas and Natural Resources; Compliance; Shipping. Aviation and Transportation Law:
Intellectual Property: TMT (Technology. Media, Telecommunications); Environmental Law; Insurance; Law & Technology: Food Law.
For more information, please visit our website: www.legance.it.

DISCLAIMER
The only purpose of this Newsletter is to provide general information. It is not a legal opinion nor should it be relied upon as a
substitute for legal advice.

INFORMATION PURSUANT

TO ARTICLE 13 OF LEGISLATIVE DECREE NO. 196/2003 (Data Protection Code)

This Newsletter is being sent exclusively to persons who have freely provided their personal data in the course of professional
relations, meetings, seminars, workshops or similar events. These personal data shall be processed on paper or electronically for
purposes which are strictly related to the existing professional relations, or for information and divulgation reasons, but are not
communicated to third parties, unless such communication is imposed by law or strictly necessary to carry out the professional
relation. Data controller is Legance — Avvocati Associati, with offices in Rome, Via di San Nicola da Tolentino n. 67, 00187, in Milan,
Via Dante n. 7. 20123, in London in Aldermary House, 10-15 Queen Street, EC4N 1TX, in New York, 780 Third Avenue, NY 10017. Data
processing is carried out at Legance's offices and is dealt with exclusively by Legance employees, collaborators, associates or
partners appointed as data processors, or by assignees in charge of occasional maintenance works. In the event you have received
this newsletter by mistake, or if you do not wish to receive such communications in the future, you may request that no further
communication is sent to you, sending an email to relazioni_esterne@legance.t. In any event, you are entitled to obtain at any time
confirmation of the existence of your data and be informed about their contents and origin, as well as to check their correctness, or
to ask that they are supplemented. updated or amended. You are also entitled to ask for cancellation, transformation into
anonymous form or block of data processed in violation of the law. as well as to object - for legitimate reasons - to your data
processing. All the above requests must be forwarded by fax to Legance - Avvocati Associati, on no. +39 06 93 18 27 403.

Legance - Avvocati Associati and its partners are not regulated by the Solicitors Regulation Authority (SRA") and the SRA's
compulsory insurance scheme does not apply to them (they are instead covered by equivalent ltalian insurance). A list of the
partners of Legance - Avvocati Associati is open to inspection at the office of its London branch at Aldermary House 10-15 Queen
Street - EC4N1TX, and also on the following website www.legance.com.

Legance LLP only advises on Italian law related matters.
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